NHOOPMAILIMOHHAA [TAMATKA

Nudopmarust 0 MEpONIPUATHSIX, IPOSKTAX U MPOTPAMMax, KOTOPbIE HAMIPABIICHBI
Ha MOBBIIIEHNE MH(DOPMAITMOHHON IPAMOTHOCTH YYEHUKOB

C KaXxabpIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIIKOJIBHUKHI
OJIHU W3 CaMbIX aKTUBHBIX MMOJIb30Batelieli PyHeTa. Mex 1y TeM, IOMUMO
OTPOMHOTO KOJIMYECTBA BOZMOXXHOCTEH, HHTEPHET HECET M MPOOJIeMbI. ITa
IIaMsITKa JOJDKHA IIOMOYb TeOe 0€30IMacHO HaXOQUTHCS B CETH.

KommnbrotepHbsie BUPYChI

KoMmnproTepHbIl BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX ITPOTPAMM,
OTJIIMYUTETHLHON 0COOEHHOCTBIO KOTOPOM SIBISIETCA CHOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosHeHne K 3ToMy, BUPYCBI MOTYT IOBPEIUTD UJIU TIOJHOCTBIO YHUYTOXHUTh
Bce (ailiibl ¥ JaHHBIE, IOJKOHTPOJIbHBIE MT0JIH30BATEIN0, OT UMEHU KOTOPOro Oblia
3aIyIleHa 3apa)XeHHas IpOorpaMMa, a TakKe MOBPEAUTD WM JAKE YHUUTOXKUTH
OIEpaIIOHHYIO CUCTEMY CO BCEMU (pailiiaMu B 11es1oM. B OonblInHCTBE cilyyaeB
pacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MGTOI[BI 3allIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

1. Mcnionb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOTPAMM;

2. IlocTostHHO ycTaHaBIMBa MayTH (LU(PPOBBIE 3aIJIATKH, KOTOPHIE
aBTOMATUYECKU YCTAHABIMBAIOTCA C LIETBIO JOPAOOTKU MTPOTrpaMMBbl) U APyTHE
OOHOBJICHHS CBOEH OmNepaluoHHON cucTeMbl. CkaunBai UX TOJBKO C
odurmanbpHoro caira pazpadorunka OC. Ecnu cyiiecTByeT pexkum
aBTOMATUYECKOT0 OOHOBJICHUSI, BKJIFOUH €T0;

3. PaGoTaii Ha cBoeM KOMIBIOTEpE T0JT TpaBaMu TMOJIb30BATENS, a HE
aJIMUHHCTPATOpPA. ITO HE MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MIPOTpaMM
WHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vcnionp3yii aHTUBHPYCHBIE IPOTPAMMHBIE IPOAYKThI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpanunub (pU3NYECKUNA JOCTYI K KOMIBIOTEPY JJ1sl HOCTOPOHHHUX JIMII;

6. Mcnionb3yil BHEITHUE HOCUTENN MH(OPMAIUK, TaKKE KaK (ielliKa, TUCK WIn
(aiin U3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (Pailiibl, MOJYyYEHHBIE U3 HEHAJECKHBIX
MCTOYHUKOB. Jlaxke Te (aitibl, KOTOpble MpUcaan TBOW 3HaAKOMBIN. Jlyuine yrounu
y HEro, OTIPaBJIsI Jid OH TeOe UX.

Cetn WI-FI

Wi-Fi - 370 He BHJ epeiaunl JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIMIIbh OPeH]I,
mapka. Emie B 1991 rony Hunepimanckas KOMIaHus 3aperucTpupoBaia OpeH
"WECA", uro o603Hauasno cioocouetanue "Wireless Fidelity", koTopsrii
MEePEBOAUTCS Kak "OecpoBOHAS TOUHOCTH'.



Jlo Hamrero BpeMeHHu Jo1uia Apyras ab0peBuaTypa, KOTopas SBISIETCS TAKOU e
TexHosoruen. 9to abopeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO TaHO C HAMEKOM
Ha CTaHJIapT BbIcIIel 3ByKoBoM TexHuku Hi-Fi, uto B nmepeBojie 03Ha49aeT
"BBICOKAsi TOYHOCTB'".

Ja, OecrinaTHBIM MHTEPHET-A0CTYH B Kae, OTENSIX U adpoIopTax sBIsSETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0J1a B UHTEpHET. HO MHOTHE SKCIIEPTHI CUUTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeTblI 110 0€30MaCHOCTH PabOTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro nmuunHyto nHGopMaluio yepes oomeaoctymnusie Wi-Fi cetu.
Pabotas B HuX, ’KeNaTeNbHO HE BBOJUTH MApPOJIU JOCTYTA, JOTHHBI U KAKUE-TO
HOMEDPA;

2. Ucnonb3yit 1 0OHOBISH aHTUBUPYCHBIEC IPOrpaMMBbI U Opanamayep. Tem cambiM
ThI 00€30MacuIIb ce0s OT 3aKaYKU BUPYyca Ha TBOE YCTPONCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkmoun pynkuuio "OOmuit goctyn K daiaam u
npuHTepam". JlanHast QyHKIMS 3aKphITA [0 YMOTYAHUIO, OJJHAKO HEKOTOPhIE
M0JIb30BATENM aKTUBUPYIOT €€ JUIsl yA00CTBa UCTOIb30BaHMs B paboTe WK yueoe;
4. He ucnionw3yit myonuunsiii WI-FI 1715 nepenayun TMUHBIX JaHHBIX, HATPUMED
JUISl BBIXO/IA B COLMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IIOYTY;

5. Wcnonw3yii Tosbko 3amuineHHoe coeaqunenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-apeca BBOAM UMEHHO "https://";

6. B moOumsHOM Tenedone otkimoun Gynkutio "[onkmoyenne k Wi-Fi
apTomMaTnuecku'. He momyckaii aBTOMaTHYECKOTO MOIKIIOUEHUS YCTPOUCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

ConmaapHEIE CETH

ConnasibHBIC CETH aKTUBHO BXOJIAT B HAIY KU3Hb, MHOTHE JIIOJIA PadOTAIOT 1
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MUJIITHAP] YEIIOBEK,
YTO SABJISICTCS OJJHOM CEAbMOM BCEX YKMTEJCH IIaHeThl. MHOTHE MOJIb30BaTEIN HE
MMOHMMAIOT, YTO HH(pOpMAITUs, pa3MeIIeHHAs UMK B COITUATIBHBIX CETSIX, MOXKET
OBITH HaliZicHA U UCITOJIb30BaHa KEM YTrOJHO, B TOM YHCIIe HEe 0053aTeIIBHO ¢
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIEC COBETHI IT0 0€30ITACHOCTH B COITMAIBHBIX CETAX:

1. Orpanuub cucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJKHO OBITh CIIyYallHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinai cBOr 4acTHYIO *U3Hb. He yka3wiBaii maponu, Tenedonsl, aapeca,
JaTy TBOET'O POXKACHUS U APYTYIO JUUHYI0 HHGOPMAIUIO. 37T0YMBIIIJIEHHUKN
MOTYT MCIIOJIb30BaTh a)ke WH(OPMAITUIO O TOM, KaK Thl U TBOU POIAUTEIIH
IJIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3ammiai CBOO PEMyTaIHIo - IEPKH €€ B UUCTOTE U 3a7aBail cebe BOmpoc:
XO0TeJ OBl ThI, YTOOBI IPyTHE TOJIH30BATEM BUICIH, YTO ThI 3arpysKaeiib?
[Toxymaii, mpesxie 4eM 4TO-TO OMyOJMKOBATh, HANIMCATH U 3arPY3UTh;

4. Ecnu Tl TOBOPHILIG C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peaNbHOE UMS U JPYTYIO JIMYHYIO HH()OPMAITUU: UM, MECTO KUTEIbCTBA, MECTO
y4eObl U poyee;



5. N36eraii pazmenienus hortorpaduii B UHTepHETE, TI€ THI N300paKEeH HA
MECTHOCTH, 110 KOTOPOI MOKHO ONPEICIUTh TBOC MECTOIOJI0KCHHUE;

6. [Ipu peructpanyu B COIMATBLHON CETH HEOOXOIUMO UCIIOJIb30BATh CIOKHBIC
HapoJiv, COCTOSIINE 13 OYKB ¥ U U C KOJTMYSCTBOM 3HAKOB HE MeHee §;

7. J171sl cOlManbHOM CETH, MOYTHI U IPYTHX CAUTOB HEOOXOAMMO HCITOJIb30BaTh
pasubie naposu. Torma eciii Te0s B3JIOMAIOT, TO 3JI0YMBIIIUICHHUKH MTOJTy4aT
JOCTYII TOJIBKO K OJTHOMY MECTY, a He BO BCE Cpasy.

DNEeKTPOHHBIE IEHBI U

DNEKTPOHHBIC JEHBIH - 3TO OYCHB YIOOHBIN CITOCO0 TIIATEKEH, OTHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

9JI€KTpOHHBI€ JCHBI'H ITIOABHUJIIMCH COBCCM HCAABHO U HMMCHHO HM3-3a 3TOI'O BO
MHOTI'HX T'OCYIapCTBax 0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccuu ke oHM GYHKITMOHUPYIOT M O HUX YK€ IIPOIUCAHO B 3aKOHE, T/I¢ X
pa3AeIsItOT Ha HECKOJIPKO BHUJIOB - aHOHUMHBIC U HE aHOHMMHBIE. Pa3HuIa B TOM,
YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs IPOBOIUTH Olepainu 6e3
UJIeHTH(PUKAIINY TI0JIB30BATENIsA, a8 B HCAHOHUMHBIX HICHTU(UKAIIUS TTOJIb30BaTEIs
SBJISIETCS 00S3aTEILHOM.

Takoke ciaenyeT pa3nuyarh 3JIEKTPOHHbIE (PUATHBIE IEHBIU (PABHBI
roCyJIapCTBEHHBIM BaJlI0TaM) U JIEKTPOHHBIC HE()UATHBIC ICHBIU (HE PABHBI
roCyJapCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe ¢ AIEKTPOHHBIMU JCHBIAMHU:

1. [IpuBsxu K cueTy MOOMIIBHBIN TenedoH. ITO caMblid yIOOHBINA U OBICTPHII
CII0CO0 BOCCTAaHOBUTH JIOCTY K cueTy. [IpuBsizaHHbIN TeIePOH MOMOXKET, €CITU
3a0y/1e1lb CBOM TJIATEXKHBINA APOJIh WK 3aiICIIh Ha CAUT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnonbe3yit ogHOpa3oBeie apoiu. [locie nmepexona Ha yCHUIEHHYIO
aBTOpU3ALMIO TeOE yKe He OYJIeT yrpoKaTh OMAaCHOCTh KPAKH WUJIU TIEpeXBaTa
IJIaTEKHOTO MapOJIs;

3. BriGepu cnoxxHbIN mapois. [IpecTynHukam OyeT He MPOCTO yrajaaTh CIOMKHBIN
napoJb. HajexxHble mapoiu - 3To Mapoiu, KOTOPhIE COAepKaT He MeHee 8 3HaKOB
Y BKIIFOYAIOT B C€0sl CTPOYHBIE U TIPOMUCHBIE OYKBBI, ITU(PBHI U HECKOJIBKO
CHUMBOJIOB, TaKHM€ KaK 3HaK JoJi1apa, (GyHTa, BOCKIUIATEIBHBIA 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBO/IM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JI0OBEPSIEIIb.

DNEeKTpOHHAs MOYTa



DNEeKTPOHHAS TIOYTA - 3TO TEXHOJIOTHS U MPEAOCTABISIEMbIE €10 YCIYTH 110
NEPECHUIKE U MOJIYYEHHIO AIEKTPOHHBIX COOOIIEHUM, KOTOPBIE paclpeiesioTcs B
KOMITbIOTEpPHOU ceTu. OOBIYHO 3JIE€KTPOHHBIN TTOYTOBBIH SIIIUK BBITIISIUT
cienyronmM o0pa3oM: UMsl_ToJb30BaTeIsi(@umMs_tomeHa. Taxke KkpoMme nepenadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOXKHOCTh TIEpe/iaBaTh (ailibl.

OcCHOBHBIE COBETHI IO O€30MacHOM padOTe C AIEKTPOHHOU MOYTOM:

1. Hago BeIOpaTh npaBUIIbHBIN MOYTOBLIN cepBUC. B MHTEpHETE €CTh OTPOMHBII
BBEIOOP OECIUIATHBIX MMOYTOBBIX CEPBHCOB, OJHAKO JIYYIIIE JOBEPSITH TEM, KOTO
3HACIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3wiBaii B TMuHOM TouTe THUHYI0 nH(popmarmto. Hampumep, mydire
BbIOpaTh "My3bIKanbHbIN _(panat@" win "pok2013" BmecTo "Temal3";

3. Hcnonb3yil AByX3TaHYIO aBTOPU3AIMIO. DTO KOT/1a IOMUMO MapoJsi HY>KHO
BBOJUTH KOJ, IPUChUIaeMblii 0 SMS;

4. BeiOepu COXKHBIN Maposib. st Kaxka0ro MOYTOBOIO SIIMKA JI0KEH ObITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTh HANIMCATh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIIOJIBb3YHI
3Ty BO3MOXHOCTB;

6. Mcnosib3yil HECKOJIKO MOYTOBBIX SIIUKOB. [IepBbIil AJ11 4aCTHOW MEPETHCKHU C
azpecaTaMu, KOTOPBIM Thl JOBEPSEIIb. DTO 3JIEKTPOHHBIN aIpeEC HE HAJO
MCIIOJIB30BaTh MPU PETUCTpAIMU Ha (hopymax U calTax;

7. He oTKpbIBail (paiisibl U APyTrU€ BIOKEHUS B TUChMAX, J1a)K€ €CJIM OHU IPUILLIN
OT TBOMX Jipy3ei. Jlydille yTOUHM Yy HUX, OTOPABJIISLIN JIM OHU TeOe 3TU (aiiibl;

8. Ilocne okoHYaHUs pabOThI HA MOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKIIAJKH C
caiiToM He 3a0yJp HaxXaTh Ha "BeiidTu".

KubepOymumiHT nin BUPTYyaIbHOE U3EBATEIHCTBO

KubepOymuuHr - mpecneoBaHue COOOIIEHUSIME, COAEPKAIUMU OCKOPOICHUS,
arpecculo, 3alyruBaHNe; XyJIUTaHCTBO; COIIMAIbHOE OOUKOTUPOBAHUE C TIOMOIIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KMOESPOYJUTMHTOM:

1. He Opocaiicsa B 60i. JIyuiuii cioco0: mOCOBETOBAThCS Kak ce0sl BECTH U, €CITU
HET TOr0, K KOMY MOXHO O0OpaTUThCS, TO BHAYaAJIe YCIIOKOUThCS. ECiiv Thl HAUHENIb
OTBEYATh OCKOPOJICHUSIMUA Ha OCKOPOJIEHUS, TO TOJIBKO €IIle OOJIbIIE Pa30XKKEITb
KOH(JIUKT;

2. YrpaBisiii cBoeil kubeppenyTaluei;

3. AHOHUMHOCTH B ceTH MHUMAasA. CyIIEeCTBYIOT CITIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He ctouT BecTH XyJTUTAaHCKUN 00pa3 BUPTyaIbHOU Ku3HHU. IHTEpHET
(bUKCUpYET BCE TBOM JCUCTBUS M COXPAHSIET UX. Y TAIUTh UX OyJeT KpaiiHe
3aTPYJHUTEIIBHO;

5. Cobnronait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuan4HbIN HeraTuB. OTHOPA30BbIe OCKOPOUTEIHHBIE COOOIIEHUS
Jy4iiie urHopupoBath. OOBIYHO arpeccus mpeKpaiaeTcs Ha HauadbHOM CTaluu;



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B
COLIMAJIBHBIX CETAX €CTh BOZMOXHOCThH OJIOKUPOBKH OTIPABKU COOOIIECHHI €
OTIPE/ICTICHHBIX aJIPECOB;

8. Ecnu TBI cBUACTEh KHOCPOYIUIMHTA. TBOM IEHCTBUS: BEICTYITUTh MPOTHB
Ipecie0BaTesl, MOKa3aTh My, YTO €T0 JICHCTBUS OIICHUBAIOTCS HETATUBHO,
MOJITICPKaTh JKEPTBY, KOTOPOH HY>KHA TICUXOJIOTHUYECKask TOMOIIb, COOOIIHUTH
B3pPOCJIBIM O (haKTe arpECCUBHOTO MOBEACHUS B CETH.

MoOwunbHbIH TenedoH

CoBpeMeHHbIe cMapT(OHBI U TUTAHIIETHI COACPIKAT B ce0e BITOJIHE B3POCIBINMA
GyHKIIMOHAJ, ¥ TeTIePh OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMU
KoMmmbloTepamu. OgHaKO, CPEACTB 3alIUThI JIJIs1 TOJOOHBIX YCTPOUCTB MOKA OYEHB
Majo. TecTupoBaHHe U MOUCK YA3BUMOCTEN B HUX MPOUCXOIAUT HE TaK
MHTEHCUBHO, Kak s [1K, To sxe camoe kacaeTcst 1 MOOMIIBHBIX TPUIIOKEHUH.
CoBpeMeHHbIe MOOUJIbHBIE Opay3ephl yKe MPAKTUYECKH JIOTHAJIM HACTOJIbHbBIE
aHaJIOTH, OJTHAKO paciiMpeHue GyHKIHOHAIA BIEUET 32 COOOU OOJIBIITYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIEHHOCTD.

Jlanexo He BCe MPOU3BOIUTEIH BHIITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIIIHE
KPUTHYECKHE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 O€30MaCHOCTH MOOMIIBHOTO TesiedoHa:

Huuero He siBiiseTcs mo-HacTosmieMy OecruiaTHeIM. byb ocTopokeH, Bellb Korja
Te0e mpejyiaratoT OecrIaTHbI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKue-TO
MJIATHBIE YCIIYTH;

Hymaii, npexzae yeM otnpaBuTb SMS, ¢poTo nnu Buaeo. Thl TOYHO 3HACIID, TAE
OHM OYJyT B KOHEUHOM UTOTE?

Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(hOHa;
Hcrnonb3yit aHTUBUPYCHBIE IPOTPAMMBI TSI MOOMIIBHBIX TEJIE(OHOB;

He 3arpyxaii puiioKeHusi OT HEM3BECTHOTO UCTOYHUKA, BEb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIICUEHHUE;

[Tocne Toro kKak Thl BEIMCIIB C CaliTa, T/I€ BBOJWII JIMYHYIO MH(OPMAITUIO, 33l B
HACTPOWKH Opay3epa u ynanu cookies;

[leproauyecku NpoBepsiil, KaKue MIaTHBIE YCIYyTM aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JaBaii cBolt HOMEp MOOMIIBHOTO TesiehOHA TOJIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSICIIIb;

Bluetooth nosken ObITh BBIKITIOUEH, KOTIa Thl UM HE TOJIb3yelibes. He 3a0biBait
WHOT/Ia POBEPATH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPHI - TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHNUS,
OOBEUHSIONINE COTHH THICSY YEJIOBEK 10 BceMy Mupy. Urpoku uccieayror
JTAHHBIN UM MHp, OOIIAIOTCS IPYT C IPYTOM, BBITIOTHSIOT 3a/IaHHUs], CPAKAIOTCS C
MOHCTpPAMH U TOTYYalOT OMBIT. 32 YOBOJBCTBUE OHU TUIATST: TIOKYMAIOT JWCK,
OTUIAYMBAIOT A00OHEMEHT WJIM MMPUOOPETAIOT KaKKUEe-TO OIIIUU.



Bce 3tu cpenctBa uayT Ha MOAAEPKAHUE U PA3BUTHE UTPBIL, & TAKKE HA CaMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMBI aBTOPU3AIMH, BHIITYCKAIOTCSI HOBBIE
naT4yu (Lu@poBbIe 3aIIaTKU sl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nogo0HBIX Urpax CTOUT OMacaThCsA HE CTOJILKO CBOUX COMEPHUKOB, CKOJIBKO
Kpa)Xu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3aLUU OOJIBITMHCTBA
Urp.

OCHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecmu mpyroit urpox BeneT ceds TI0X0 MIIH CO3/1aeT Te0e HEMPHUITHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. [oxany¥ica aiMUHUCTPATOPAM UTPHI HA IJI0X0E MOBEIECHUE 3TOI0 UIPOKA,
YKEJIATEJIbHO NIPUJIOKUTHh KAKHE-TO J10KA3aTeIbCTBA B BUIE CKPUHOB;

3. He yka3biBaii muuHy10 HHGOPMAIUIO B Ipodaiiie Uurpol;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeouimaabHbIe AT U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE ApOJIH;

7. J1axxe BO BpeMs UI'pbl HE CTOUT OTKJII0YaTh aHTUBUpPYC. [10Ka ThI urpaeus, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUIIMHT WA KpaXxa JIMYHbIX JaHHbIX

OOBIYHON KpaXkell IeHEeT U TOKYMEHTOB CErOJHS y>K€ HUKOrO HE YAUBUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUN 3JI0YMBINUIEHHUKN TEPEMECTHUIINCH B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS "TIOOUMBIM" €JIOM.

Tak nosiBUJIaCh HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WU (PUILIMHT, TJIaBHAS
1€JIb KOTOPOT'O COCTOUT B MOJIYYEHUH KOH(PUACHIIUAIBHBIX JTAHHBIX
M0JIb30BaTENEH - JOrMHOB M naposeil. Ha anrnuiickom si3bike phishing unrtaercs
kak ¢umuHr (0T fishing - peiOHas moBs, password - mapob).

OCHOBHBIE COBETHI IO 0OpHOE C QUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciin ThI oj103peBaeliib, 4YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ M COOOIUTh aIMUHUCTpATOPaM
pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Ucnonp3yit 6e301acHbIe BEO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB H
IIOMCKOBBIX CUCTEM;

3. Ucnosnb3yii ClI0XKHBIE U pa3Hble Mapoyiu. TakuM o0pa3oM, eciiu TeOsl B3JI0MaloT,
TO 3JI0YMBIILJIEHHUKH MMOJTY4YaT AOCTYH TOJIBKO K OAHOMY TBOEMY NPO(UITIO B CETH,
a He KO BCEM

4. Ecnu Te0s1 B3OMaNH, TO HEOOXOUMO MPEIyNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 100aBJIEHBI y T€OsI B APY3bSIX, O TOM, YTO T€OS B3JIOMAJIU U, BO3MOXHO,
OT TBOETO UMEHH OyJIE€T PacchlIaThCA ClIaM U CChUIKU Ha (PUITMHTOBBIE CANTHI;

5. YcranoBu Haaexubii napodb (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIIIOUM COXpaHEHUe MapoJisi B Opaysepe;

7. He oTkpbIBaii (aityipl U ApyTrre BIOKEHUS B MUChMaX, AK€ €CIIM OHU MIPUIILIN
OT TBOMX JApy3el. JIyuine yTouHu y HUX, OTIIPaBIIsUIM JIM OHU TeOe 3TU (aiiibl.

[Mudposas penyranus



[Mudposas pemyTamus - 3T0 HETaTUBHAS UM MO3UTUBHAS HH()OPMALIUS B CETH O
tebe. Kommpomerupyrouias nHGpopmarus, pa3MelueHHasi B UHTEPHETE, MOYKET
Cepbe3HBIM 00Pa30M OTPa3UThCs HA TBOEH peasibHOM ku3HU. "Lndposas
penyranus" - 3TO TBOM UMUK, KOTOPBINA (hopmupyeTcs u3 nHdopmanuu o rede B
UHTEPHETE.

TBoe MecTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH
XapakTepa U pacckasbl 0 OJU3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKH JErKOMBICIEHHO OTHOCSITCS K ITyOJIMKAUU JIMYHON
uHpopMaiuu B IHTepHeTe, He TOHUMast BOSMOXKHBIX MOCIEACTBUM. ThI 1axe He
CMOJKEIITb JOTaaThCsl 0 TOM, 4TO hoTorpadus, pasMerieHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKAa3a MPUHATH TeOsI Ha paldoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u qpyrue JeicTBUs MOTYT HeE
MCYE3HYTh JIAK€ MOCIJIE TOTO, KaK Thl X YJAIHILIb. Thl HE 3HACIIb, KTO COXPAHUI
3Ty UH(GOpPMAIHIO, TI0T1aja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPaHWJIACh JIU OHA, a
IJIABHOE: UTO MOAYMAIOT O TeOe OKPY KAIOLIUE JIFOIU, KOTOPhIE HAUYT U YBUIAT
3T10. Hailtu nHdopmaiinio MHOTO JIET CIIyCTSI CMOKET JIF000H - Kak U3 100phIX
noOyKJI€HUH, TaK U C HAMEPEHUEM MPUUUHUTD Bpel. DTO MOXKET ObITh KTO
YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(PPOBOM peryTaLUu:

1. ITonymaii, mpexae ueM 4To-To MyOIMKOBaTh U NEepeiaBaTh y ce0s B OJ0re Wiu B
COIIMAJIbHOM CETH;

2. B nHactpoiikax npoduiig yCTaHOBU OTPAaHUYEHHUS HA IPOCMOTP TBOETO MPOQPHIIA
U €ro COAEPKUMOTO, CAETal ero TOJIbKO "Wt npy3en”;

3. He pa3Memaii u He yka3bIBail HH(OPMAIUIO, KOTOPast MOXKET KOT0-1100
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE MKOJbHUKH - aKTUBHBIE MOJIH30BATENN IIU(POBOTO MPOCTPAHCTBRA.
OpnHako 1ajeKko He BCE 3HAKOT, YTO MOJb30BaHNE MHOTUMH BO3MOYKHOCTSIMHU
1udpoBOro Mupa TpedyeT coOII0ICHUS MPAB Ha UHTEIUICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyalIbHAst COOCTBEHHOCTH'" OTHOCHUTCS K Pa3JIMUHBIM TBOPECHUSIM
YeJI0BEYECKOr0 YMa, HAaUMHAasi ¢ HOBBIX M300pETEHUM 1 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha MPOJYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaMHu, (potorpadusmu,
KUHO(PUIBMAMHU U MY3bIKQIbHBIMU TIPOU3BEICHUSIMU.

ABTOpCKHE TIpaBa - 3TO NIpaBa Ha UHTEIJIEKTYalIbHYI0 COOCTBEHHOCTb Ha
MIPOU3BEICHUS HAYKH, INTEPATYPhl U UCKYCCTBA. ABTOPCKUE MpaBa BHICTYNAIOT B
KaueCTBE FrapaHTHHU TOTO, YTO MHTEIJICKTYaJIbHBIN/TBOPUECCKUN TPyl aBTOpA HE
OyZeT HampacHBIM, JaCT €My CIIPaBeJIMBbIC BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOEro TPy/a, MOJyYnuTh U3BECTHOCTH U npu3HaHue. Hukrto 6e3
pa3pellieHNs aBTOpa HE MOKET BOCIIPOU3BOIUTH €TI0 MTPOU3BEACHUE,
pacpoCTpaHsTh, MyOIMYHO JEMOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO UCTIOJIHATD, TOKA3bIBATH/UCIIOJHATH B 3UPE HIIN
pasmewars B IHTEepHETE.

Hcnonp3oBanue "mupaTckoro" mporpaMmMHOTO 00eCIiedeHus MOXKET MMPUBECTU K
MHOTUM pPUCKaM: OT MOTEPU JIaHHBIX K TBOUM aKKayHTaM J0 OJJOKMPOBKH TBOETO



YCTPOMCTBA, T/I€ YCTAaHOBJICHA HeJleraJlbHas mporpaMMa. He ctout Ttaxke
3a0BIBaTh, UYTO CYIIECTBYIOT JieTajbHbIC U OECIIaTHBIE MPOTPaMMBbI, KOTOPHIS
MOJKHO HAWTH B CETH.

O nopraie

CeteBUUOK.p( - TBO II1aBHBIN COBETUUK B CETH. 37€Ch Thl MOXKEIIIb Y3HATH O
0€30IMacHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, a TIPU BOZHUKHOBEHUHN
KPUTHUYECKON CUTYaIluu 0OpaTUTHCS 32 COBETOM. A Tak)Ke MPUHATH y4acTUe B
KOHKYpCaX M CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !



